Be: Progressive

Overview / Value

BAM’s B: Progressive planis the right sized solution
for companies and organizations that wish to be
proactive and well prepared in the event of any
disaster. Our “All-Hazards” approach to business
continuity and disaster recovery will prepare your
organization to continue operations and recover
IT systems with minimal financial and customer
service impact. The B: Progressive format involves
an in-depth study of your business, processes and
vulnerabilities to risk.

Approach

The B: Progressive plan is completed both on
and off site, as needed, in order to deliver a
comprehensive set of plans and documents.
Information gathering is completed through
interviews with key stakeholders and department
level directors and managers. We will also assess
your practices from a financial perspective using
accounting data and actual financial statements.
The B:Progressive methodology can be
implemented in all sizes of organizations, both
public and private, and is considered a best-inclass
approach to BC/DR.

Key Value

The B: Progressive plan is ideal for organizational
preparedness in the event of any disaster. This “All
Hazards” approach is considered Best-in-Class
and fits our model of Simple, Sustainable and
Repeatable.

Tools

Software

Microsoft Office (PowerPoint, Excel, Word)
Microsoft Visio or CS Odessa
ConceptDraw Pro

Database Tools

The WHO Pandemic Reference

Database

BAM'’s proprietary database of over
300,000 recorded natural disasters
USGS Database

SEIS Database

US Census data

Local criminal activity reports

MPIT Terrorist Activities Database

Phases

The BAM B:Progressive plan consists of the
following deliverables:

Kickoff Meeting - A BAM agent or representative
will facilitate a meeting of key stakeholders in your
organization to inform them of our methodology
and what to expect.

Advanced Risk Assessment (ARA):
A comprehensive analysis of the risks and
vulnerabilities to your organization including:
 Natural Hazard Risk (Earthquake, flood,
weather, etc).
« Human Error / Infrastructure Risk.
* Fire / Other Structural Disaster.
* Terror Threat, Human Agent Threats.
« Site and Location Risk.
* Five, seven, and ten year threat
assessment.



+ Twenty point analysis plus two special
interest investigations.

* Multi-building campus assessment.

* Top twenty scenarios based on data
ranked by facilitated discussion of
probable and possible risks

+ Determination of readiness or ability to
recover from events likely to occur.

Advanced Business and Application Value
Assessment (ABAVA):

The BAVA shows the value on a daily, weekly
or monthly basis for key processes in your
organization. Each process will be assigned a
tier in order to facilitate an organized approach
to the importance of these processes from a
financial, customer and brand impact perspective.
This document also aligns applications to these
processes in order to assign a tier to these
applications in order to achieve RTO and RPO
objectivity.

Advanced Departmental Business

Continuity Plans (ABCP):

BAM will develop an individual departmental
business continuity plan for each department
within the scope of the project. The BC Plan will
contain vital information to continue operations
in the event of an emergency. In addition, BAM
will design wallet cards with pertinent information
regarding emergency contact data.

Advanced Incident Management

Team Plan (AIMT):

The Incident Management Team has a critical role
in the disaster management process including
decision making, updating the public and mitigation
of additional risk during the incident. The IMT
plan will assist the team by guiding them through
the procedures with a scenario based decision
matrix. This plan will also address supply chain
interruption to address regional disasters.

Advanced Technology and

Process Maps (ATPM):

Technology and Process Maps will assist in
continuation and rebuilding of processes
andnetwork configuration these maps contain
in-depth views of each process and network in
both the standard production state as well as the

continuity state in the event of a disaster.

Advanced Information Technology Disaster
Recovery Plan (AITDR):

BAM will provide detailed options for your IT
Management to consider for the data protection
and recovery of servers and infrastructure. This
plan will include recovery scripts with step by step
bring up procedures for each server.

Plan Governance Policy (PGP):

A documented policy to establish responsibilities
for update procedures, maintenance intervals and
testing of the plan.

Comprehensive Summary and Conclusion
Meeting: BAM will facilitate a meeting to discuss
the summary and findings during our engagement,
present the final plans and discuss any further
steps that should be taken to fully prepare your
organization for unforeseen events.

Customer Requirements and Expectations

Transfer of knowledge to the BAM agent is the
key to a comprehensive business continuity and
disaster recovery project. Agents will be onsite in
order to gather data and conduct interviews with
key personnel. timely access to information and
to these stakeholders is an essential part of the
engagement.
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